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Lab Overview

In the vast majority of 802.1X projects, Microsoft Active Directory is the Enterprise Directory for
user and computer identity. It is therefore necessary for the ISE presales, consultant, engineer to
have a fundamental understanding of key concepts and some powerful features of Microsoft
Active Directory. It is specifically important to understand how Active Directory can provide
automatic provisioning of client side certificates and configuration of client supplicants.

This lab is designed to help attendees gain an understanding of Microsoft Active Directory
fundamentals and key Microsoft Active Directory features that will help in a 802.1X project.

This lab also introduces LDAP as a method for ISE to retrieve authorization data from Active
Directory. Lab participants should be able to complete the lab within the allotted time of 3 hours.

Lab Exercises

This lab guide includes the following exercises:

Lab Exercise 1: Users and Computers, OUs and Groups.

Lab Exercise 2: Creating Certificate Templates for Automatic Certificate Enroliment

Lab Exercise 3: Creating Group Policies for Automatic Certificate Enrollment and Supplicant
Configuration

Lab Exercise 4: ISE interfacing with Active Directory using client certificates and LDAP

Lab Exercise 5: ISE interfacing with Active Directory using client certificates and the AD
identity store.
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Product Overview: ISE

Product Overview: ISE

The Cisco Identity Services Engine (ISE) is an identity and access control policy platform that
enables enterprises to enforce compliance, enhance infrastructure security and streamline their
service operations. Its unique architecture allows enterprises to gather real-time contextual
information from network, users and devices to make proactive governance decisions by tying
identity back into various network elements including access switches, wireless controllers, VPN
gateways, and datacenter switches. Cisco Identity Services Engine is a key component of the
Cisco TrustSec™ Solution.
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TrustSec Lab IP and VLANs

TrustSec Lab IP and VLANs

Internal IP Addresses

Device Name/Hostname IP Address

Access Switch (3560X) 3k-access.demo.local 10.1.100.1

Data Center Switch (3560CG) 3k-data.demo.local 10.1.129.3

Wireless LAN Controller (2504) | wic.demo.local 10.1.100.61

Wireless Access Point (2602i) ap.demo.local 10.1.90.x/24 (DHCP)
ASA (5515-X) asa.demo.local 10.1.100.2

ISE Appliance ise-1.demo.local 10.1.100.21

AD (AD/CS/DNS/DHCP) ad.demo.local 10.1.100.10

NTP Server ntp.demo.local 128.107.212.175
LOB Web lob-web.demo.local 10.1.129.12

LOB DB lob-db.demo.local 10.1.129.20

Admin (Management) Client admin.demo.local 10.1.100.6

(also FTP Server) ftp.demo.local

Windows 7 Client PC w7pc-guest.demo.local 10.1.50.x/24 (DHCP)

Internal VLANs and IP Subnets

VLAN | VLAN Name

IP Subnet

Description

10 ACCESS 10.1.10.0/24 Authenticated usets or access network using ACLs

20 MACHINE 10.1.20.0/24 Microsoft machine-authenticated devices (L3 segmentation)
(29) 10.1.29.0/24 Interconnect subnet between ASA and Access switch

30 QUARANTINE 10.1.30.0/24 Unauthenticated or non-compliant devices (L3 segmentation)
40 VOICE 10.1.40.0/24 Voice VLAN

50 GUEST 10.1.50.0/24 Network for authenticated and compliant guest users

90 AP 10.1.90.0/24 Wireless AP VLAN

100 Management 10.1.100.0/24 | Network services (AAA, AD, DNS, DHCP, etc.)

129 | WEB 10.1.129.0/24 | Line-of-business Web servers

130 DB 10.1.130.0/24 | Line-of-business Database servers

Note: Dedicated VLANs have been preconfigured for optional access policy assignments based on user identity,
profiling, or compliance status. These VLANSs include MACHINE, QUARANTINE, and GUEST. The labs will
focus on the use of downloadable ACLs (dACLs) rather than VLAN assignment for policy enforcement.
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Connecting to Lab Devices

Accounts and Passwords

Access To Account (username/password)
Access Switch (3560X) admin / ISEisC@OL

Data Center Switch (3560X) admin / ISEisC@OL

Wireless LAN Controller (2504) admin / ISEisC0OQL

ASA (5515-X) admin / ISEisCo@L

ISE Appliances admin / ISEisC@OL

AD (CS/DNS/DHCP/DHCP) admin / ISEisCo@L

Web Servers admin / ISEisCo@OL

Admin (Management) Client admin / ISEisC@OL

Windows 7 Client W7PC-guest\admin / ISEisC@OL
(Local = W7PC-guest or W7PC-corp) DEMO\admin / ISEisC@oL
(Domain = DEMO) DEMO\employeel / ISEisCOOL

Connecting to Lab Devices

Note: To access the lab, you must first connect to the Admin PC. The Admin PC provides a launching point for
access to all the other lab components

Note: Admin PC access is through RDP, therefore you must have an RDP client installed on your computer

Connect to a POD

Step1  Launch the Remote Desktop application on your system.
a. Inthe LabOps student portal, click on the Topology tab
b. Click on the Admin PC, and then click on the RDP Client option that appears.

c. Clicking on this option should launch your RDP client and connect you to the Admin PC.
Login as admin / ISEisC0O0OL

Note: All lab configurations can be performed from the Admin client PC.

Connect to ESX Server Virtual Machines

During the lab exercises, you may need to access and manage the computers running as
virtual machines.

Step1  From the Admin client PC, click the VMware vSphere Client icon on the desktop‘@

Step2 Once logged in, you will see a list of VMs that are available on your ESX server:
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Connecting to Lab Devices

Step 3

Step 4

Step 5

Step 6

#)10.1.11.11 - vSphere Clent

Fie Edt View Inventory Administraton Plugins Help

88 ‘,j Home b g Inventory b [l Inventory

G
& & g

@ pi-ise-t-abs
@ Preise-pep1
@ Pi-Macsec
@ pi-win7-pc

& pi-wmine

Recent Tasks

You do not have the permissions to access this object.

5 @ [oiati] 10.0.11.11 VMware ESX, 4.1.0, 260247
@ PIISE
& pi-ise-1-ab2

Name, Target or Status contains: +

You have the ability to power on,
power off, or open the console
(view) these VMs. To do so,
place the mouse cursor over VM
name in the left-hand pane and
right-click to select one of these
options:

For this lab ensure that the
following VMs are up and
running.

p##_ad
p##_admin
p##_ise-1-base
p##_lob-db
p##_lob-web
p##_w7pc-guest

File Edit View Inventory Administration Plug-ns Help

[ 10.1.11.11 - vSphere Client

a B ‘Q Home D gf] Inventory b@ Inventory

BN D BE G R e @

Power On hce | Events | Console | Per

ual machine is an isolated computing
fan use virtual machines as desktop or
pments, as testing environments, or to
applications

n on hosts. The same host can run

= @ 1011111

&

& p1 Power

5}] pl-ig Guest

G pl-ig Snapshot

@ p1ig @ Open Console

G p1-ig

& P

& P1I - .

G pl-ig R e

& P1-ig Report Performance...

& P1-

& p Rename

& pr- Open in New Window...  Ctrl+AIt+N
tory
Ty VITTaar et ine!

## refers to the pod number that you are assigned to. E.g., For POD 2, p## ad would be
p02_ad. The VM w7pc-guest may be power on manually during the exercises.

To access the VM console, select Open Console from the drop-down.

To login to a Windows VM, select
Guest > Send Ctri+Alt+del from
the VM Console menu:

ISE_1.2_AD_ILab_Guide.docx

1] Power

[*¥ p5-win7-pc on ts2-p5-ucsl

File View [vM |

Guest

» | Answer Qu

Snapshot
Edit Settings...

Add Per

Report Performance...
Rename
Open in New Window...  Ctrl+Alt+N

Remove from Inventory

» [ € send crl+Alt+del

Install/Upgrade VMware Tools

8/24/13 7:56 PM

Page 5 of 31



Pre-Lab Setup Instructions

Connect to Lab Device Consoles

Step1  To access the lab switches and ISE servers using SSH:

a. From the Admin client PC, right click on the PuTTY shortcut in the taskbar. Then, select

S MGG CUE T e T [T K Y] from the pop-up menu

2 PuTTY Configuration X
Category:

[=)- Session ‘ Basic options for your PuTTY session ‘
Lngmg [~ Specify the destination you want to connect to

(=) Teminal

Host Name [or IP address) Port

Keyboard
Bel 22
Features Connection type:

(= Window " Raw " Telet C Rlogin @ S$5H " Serial
Appearance _ )
Behaviour Load, save or delete a stored session
Translation Saved Sessions
Selection
Colours i

N Default Settings - Load

[=)- Connection Fk-access —I
Data 3k-data Save
Proxy asa | —I
Telnet :§2:2 Delete
Rlogin lob-db |

- S5H
Seal Close window on exit:
 Always ¢ Never (* Onlyon clean exit
About Cancel

b. Select the device that you'd like to log into and double click on it.
c. If prompted, click Yes to cache the server host key and to continue login.

d. Login using the credentials listed in the Accounts and Passwords table.

Pre-Lab Setup Instructions

Basic Connectivity Test

To perform a basic connectivity test for the primary lab devices, run the =,
pingtest.bat script from the Windows desktop of the Admin client PC: '“.w:,"

Verify that ping succeeds for all devices tested by the script. pingtest.bat

Basic ISE Configuration

Step1  Access the ISE administrative web interface.
a. On Admin PC, launch Mozilla Firefox web browser. Enter this URL in the address bar:

https://ise-1.demo.local/

Note: Accept/Confirm any browser certificate warnings if present.

@@\ Identity Services Engine Login with username admin and
g password ISEisCO0L

1

© 2012 Cico Systems,Inc. Ciso, Gisco Systems and Cisco Systems logo are registered wadamarks of Cisco Systems,nc. alialn
andlor s afiates in the U.S and cartain other countres
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Pre-Lab Setup Instructions

Step2 Join to the Active Directory.
a. Go to Administration > Identity Management > External Identity Sources.

b. Pick Active Directory from the left-hand-side panel, and select ise-1 in the right-hand-side
connection tab.

c. Click Join with AD domain admin credentials: administrator / ISEisCO0OL

‘clive Directory = demoAD
Advanced Settings Groups Attributes

* Domain Name [ demo.local |
* Identity Store Name[ demosD ]

One or more nodes may he selected for Join or Leave operations. If a node is joined then a leave
ig required before a rejoin. Select one node for Test Connection.

= Leave ©= Test Connection «

Node « ISE Node Role Status
ise-1 STANDALONE /1 Not Joined to Domain

Note: If the join fails due to clock skew, use putty ssh to ise-1 admin CLI and issue show ntp and show clock to check if the ntp
service is working. The ntp service may be corrected by a reload of ise-1 or a reset the VM.

Step 3  Disable log collection suppression

Starting from ISE 1.2, the log suppression is on by default to reduce monitoring data storage. In
order to see all log entries during troubleshooting, the suppression can be disabled either
globally or selectively per collection filters. In this lab, we will disable it globally, as shown in (a)

below.
a. D|Sab| e SuppreSSion g|oba”y of System | &% Identity Management [ Network Resources  [i Web Portal Management  [i Feed S|
Deployment  Licensing  Certificates  Logging ~ Maintenance  Backup & Restore  Admin Access  Settir
i. Go to Administration > System > settings RADIUS Settings
. = Client Provisioning uppress Anomalous Clients [] i
Settings, expand on Protocols, and EndontProtcion s T—
= FIPS Mode nomalous.Ciient Def ion
> Alarm Settings Detection Interval 5
SeIeCt RADIUS R :'lem * Reporting Interval 15
o Profiling Reject Requests After Detection i
ii. Un-toggle the checkboxes Suppress - roagtscion e -
Anomalous Clients and Suppress C Suppross Rapestd Sumstl Autromionia® 21
& peAp Accounting Suppression Interval
Repeated Successful  iE) Long Processing Sep Theshaid el %
Authentications. = Po sve ) (7 Rese To Defas
Security Group Access
iii. Click Save when done.
b. Disable suppression per collection filter

i. Go to Administration > System > Logging, expand on Collection Filters, and click on
Add for a new filter.

ii. Select an attribute from the drop-down menu.
iii. Enter a value to match the attribute in (ii).
iv. Select Disable Suppression from the drop-down menu.

v. Click Submit.

Grant Client PC Access to AD Domain Controller

The client PC (w7pc-guest) initially has the default Windows configuration
e  Wired 802.1X is turned off
* No client machine certificate
* No client user certificate

In order to obtain the appropriate settings including certificates, it must be able to communicate
with the domain controller ad.demo.local. This “boot-strapping” of machines is something that has
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Pre-Lab Setup Instructions

to be taken into account in any wired 802.1X project. How can fresh machines get their
configuration in a way that is seamless and automatic when the wired ports are closed down with
802.1X? Some solutions to this challenge include

Using a separate location (switch port) where IT department may configure the PCs
Using 802.1X with open mode, allowing all accesses to necessary configuration servers
(e.g. domain controllers).

Using 802.1X with MAB, giving only known devices in MAB database access to
configuration servers (this requires that a MAB database of computers be kept.

Step1  Ensure that the PC has full access to the domain controller.

a.

802.1X with open mode: Use Putty to SSH to the switch 3k-access. Issue “show run int
g0/1” in exec mode to examine the running-configuration of the interface connecting the
PC.

At 3k-access CLI, issue “monitor terminal” in exec mode, to see debug messages at the
current terminal session.

At 3k-access CLI, issue “no shut” on interface gigabit 0/1 in the configuration mode.

Log onto w7pc-guest via the vSphere console (username admin). This is a local
administrator account.

On w7pc-guest, double click on the desktop short-cut w7pc-guest Network
Connections. Then, enable the w7pc-guest-wired connection by double-clicking on the
icon.

At 3k-access CLI, observe the debug messages or issue “show auth sessions int g0/1”,
which should show auth failed. This is fine because of open mode.

Join Client PC to AD Domain

Step1  Ensure that the PC is joined to the domain.

a.

Log onto w7pc-guest via the vSphere console (username admin). This is a local
administrator account.

Menu Start, then right click on [fe]yloSI Gl IR IR and select [geJeFIgER from the
context menu. Check under

i {Dsystem . , ~=1o]
ComPUter Name/ Domaln \7)'\7/ } ~ Control Panel ~ System and Security ~ System v & | searchC... |
and Workgroup settings. If it —
. ) . ‘nntral Panal Hamy System
IS nOt JOIned to demo'locaIY . L [ Rating: System rating is not available
click change settings to join ==, Intelf) Xeon®) CPUES 24400 &
i i <ffory (RAM): i
the computer to the domain ‘ rlies e o ;fifzpermgsvm
demo.local. — o :::ge Touch: go ;en or Touch Input s available for this
: vlay
. Map network drive...
Click the change button, and R Dcomect networkdive,.. [ 20T 210 worgroup setngs
. —— prname: w7pc-quest @ Change settings
enter the domain demo.local Show on Desktop s g e
Rename e
S [ description
You will be prompted for BT cow om0

.
credentials. Enter the

domain administrator’s credentials (administrator:ISEisCOOL).
After successfully joining the domain, you will have to restart the client w7pc-guest.

Quiz: How did the client find a domain controller in the demo.local domain? Answer : DNS
SRV records.
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Lab Exercise 1: Users and Computers

Lab Exercise 1: Users and Computers

Exercise Description
This exercise serves to familiarize the student with the Active Directory Users and Computers
Console. Student should understand the following concepts

* Active Directory User
e Active Directory Computer
* Organizational Unit

e Security Groups and the MemberOf attribute.

Exercise Tasks

Step1  From the admin PC, launch remote desktop (run mstsc.exe) to connect to the Domain
Controller: ad.demo.local. Login with credentials for domain administrator.

Note: In an Microsoft Active Directory you may have both local accounts (local to a specific machine) and
domain accounts (these credentials are validated by Domain Controllers but can be used from any
computer in the domain).

To specify a domain account you can prepend the DOMAIN\ in front of the username, e.g.
DEMO\administrator or DEMO\employee1. Alternatively you can specify the user principal name,
administrator@demo.local

Step2 Access the Active Directory Users and Computers console.

a. Onthe DC, click Start Menu > Administrative Tools > Active Directory Users and

Computers.
K] " "
Active Directory Users and Computers
File Action View Help
& % ¢ = & = A p— —
& | 2m| 0 XE o= HE AR 5TIR
: Active Directory Users and Comput | Name I Type I Description
_| Saved Queries 2, contractorl User
(= 54 demo.local 2 contractarz User
| Builtin 2 doctort User
| Computers 2 doctor2 User
2 | Domain Controllers 2. Dr Smith User
_| ForeignSecurityPrincipals i employeel User
= [E] HCC 2
. ¥, employee2 User .
o | Groups 2 X
= %, IT Admin User
SRl Users 2 i
_ Managed Service Accounts i‘ staff1 User
| Users ¥, staff2 User
;_», student1 User
,1_;. student2 User
i\ userl User
3, user2 User
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Lab Exercise 1: Users and Computers

b.

Examine the structure of the domain demo.local. (DO NOT CHANGE ANYTHING YET). At
the top level we have the domain demo.local. The domain is organized into subfolders. In
the subfolder Computers where we find the computer objects (e.g. ISE). Note that the ISE
itself appears here (as a result of ISE joining the domain). In the subfolder Domain
Controllers we find ... you guessed it ... the domain controllers, in this case AD (which is
ad.demo.local).

Note: In this lab environment there is only one domain controller per POD. In production environment
you would need at least two for redundancy. It is important to understand that any changes to the
Active Directory Domain (e.g. adding a user) are automatically replicated to all domain controllers in
the domain. This is called Multi Master Replication, since there is no Primary Domain Controller: you
can make the changes on any Domain Controller.

Locate the user accounts under subfolders HCC/Users. Here we find the users : employeef,
employee? etc.

. . . . xmployee1 Properti [21x]
Right-click employeel to examine its LIS :
Dialin | Environment | Sessions | Remote control I

pl’OpeITieS. SeleCt the tab Me”lbel' Of Remote Desktop Services Profile l Personal Virtual Desktop b4
_

| Generall Address | Account | Profile ] Telephones] Organizatiol

Member of:

Here we see a list of the security groups that
employeel belongs to. A user (or computer) Domain Users _demolocal/lsers

in the domain can be a member of many Frelees s pealEE B
security groups. Typically being a member
of the group brings certain security access
rights, such as the right to administer the
domain, the right to access a file. When
working with ISE and Active Directory we _ e | Remor |
often want to leverage the memberOf
attribute to different network access rights
depending on the memberships.

Name ‘ Active Directory Domain Services Folder ‘

Primary group: Domain Users

There is no need to change Primary group unless
you have Macintosh clients or POSIX-compliant
applications.

Set Primary Group

Locate the user administrator under the ok | Corce “aly e
folder Users. Compare the Group
memberships of administrator and employeel. = 2] HCC
o | Groups
. 3| Users
Note that some of the folders has a special square | Managed Service Accounts
symbol (Like HCC, HCC:Groups and HCC:Users) 7 Users

This signifies that the container is an Organizational Unit, OU. An OU is an important
concept in Active Directory. There are two important things you should understand about
OUs:

* You can delegate administrative control for an OU. This means you can delegate certain
rights, such as creating users or resetting passwords, to another member of the domain
who is not a domain administrator.

* You can apply Group Policies Objects (GPOs) to an OU. GPOs are the means by
which administrators manage (mass-) configuration of client side computers and user
attributes in a domain. You could also apply GPOs to the domain itself, but very often
you want to limit the effects of a GPO to only some computers and users. We will cover
GPOs in much more detail in exercise 4.
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Lab Exercise 1: Users and Computers

Step 3 Create a new OU with Groups and Members. Our objective in this step is to create a new OU
(named Animals) in the domain. This OU should contain 4 groups: Rats, Cats, Mammals and
AnimalsComputers. The Users are ltchy (member of Rats) and Scratchy (member of Cats).

W7pc-guest is a member of AnimalsComputers.

a. In Active Directory Users and Computers, on Fle Action Wiew Help
the symbol for the domain (ad.demo.local) 9 PE00c= Hmtesras
. . . . ] Active Directory U: d Comput | N T C
right-click and select New > Organizational 3 swedcumres [ Slaukn Imee 1
Unit. Name the new OU Animals (it is just a ® ﬁms Delegate Control... 7 Contaner i
— Find... ont... Organizational ... [
name) :‘[C) Change Domain... ecur... Contai.ner. C
&l : F  Change Domain Controller... Organvlzatlonal.,.
= = H Raise domain functional level... ser... Contafner ]
5 Operations Masters... Container g
o o I o
Sy AllTasks »  Contact
View p| L
InetOrgPerson
Refresh msImaging-PSPs
Export List... MSMQ Queue Alias
i Organizational Unit
Properties Printer
Help User
Shared Folder
b. Under the newly created OU, create a new e Object - Group ]
security group called Cats. Right-Click on Animals, §2  cesen comobtions
then select New Group. Name the group Cats and -
make this a Global Security Group (default options. 5=
Group name {pre-Windows 2000):
|Cats
Groupscope | [ Grouptype
" Domain local % Security
& Global " Distribution
" Universal
c. Repeat step b. to create another Security Group —

named Rats.

d. Repeat step b. to create another Security Group named Mammals. Change the scope of the
group Mammals to Domain Local. (The difference between group scopes: Global, Domain
local and universal scope is beyond the scope of this lab, but it is related to how the groups
appear between different Active Directory domains).

e. We now make both Cats and Rats members of the group Mammals. Right click group Cats
and select Add to a Group, type Mammals. Repeat for group Rats.

Select Groups 2| x]

Select this object type:

IGloups or Built-in security principals Object Types...

From this location:

ldemo,local Locations...

Enter the object names to select [examples):

Mammals] Check Names

Advanced... 0K I Cancel |

4

Important Note: a user can be a member of a group, but that the group in turn can
belong to another group (nested groups).
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Lab Exercise 1: Users and Computers

f. Create a new user (itchy) in the OU. Right click the OU animals and select New User. Fill in
the details as per below for itchy. Press Next, then specify the password ISEisCOOL. Make
sure the checkbox “User must change password at next login” is NOT selected.

New Object - User [ x] I

2 ) Create in:  demo.local/Animals

- 2 Createin:  demo.local/Animals
First name: llll:hyi Initials: IF‘_ -
Last name: IRodem Password: Iouonno
Full name: Iltchy R. Rodent Confirm password: Iooooo eeee
User logon name: [~ User must change password at next logon
Iimh"i I@demo‘local ™ User cannot change password

User logon name (pre-Windows 2000):
IDEMU\ Iitchy I~ Accountis disabled

< Back I Next > I Cancel l

g. Right-click the newly created user and select properties. Under the General Tab, specify an
email address for itchy (itchy@demao.local).

ktchy R. Rodent Properties [ 2] x] I
Dialin |  Environment | Sessions | Remote control
Remote Desktop Services Profile | Personal Virtual Desktop I COM+
General |Addless ] Accnunll Profile ] Telephones] Ulganizationl Member OFf
? ) Itchy R. Rodent
Specifying the email address is necessary for automatic
Eistrame Juchy fniias: A provisioning of user certificates in a later exercise.
Last name: IF\‘odent
Digplay name: Illchy R. Rodent

Description: I

Offige: |

Telephone number: Other...

E-mail: [ichy@demo.local

‘Web page: Other...

1] I Cancel Apply {elp

h. Select ltchy’s Member Of tab. Add Itchy to the group Rats.

i. Repeat steps f-h to create a new user scratchy, who is a member of group Cats with an
email address of scratchy@demao.local.

j. Create a user iseLDAP with email address set to iseldap@demo.local to be used for LDAP
binding in a later exercise. The user does not need added to another group.

k. We will now move the computer object W7PC-guest from the domain Computers folder to
our OU, animals. You can either drag and drop W7PC-guest or right click W7PC-guest and
select move and then select the animals OU. Ignore the warning about moving objects to a
different OU.

Note: Normally you would create separate OUs under the Animals OU to contain computers,
but for simplicity we are mixing user and computer objects in the same container for this lab.
The reason why we are moving W7PC-guest to the Animals OU is because we will later

ISE_1.2_AD_lLab_Guide.docx 8/24/13 7:56 PM Page 12 of 31



Lab Exercise 1: Users and Computers

create a Group Policy Object (GPO) applying to this OU. By applying a GPO to an OU we
can limit the reconfigurations to the computers and users inside the OU (in case we don’t
want to apply the configuration to all computers/users in the domain). Another reason why
you want to create OUs is that you can delegate control to an OU to non domain
administrators. As an example, we could allow members of the group cats to manage
the OU, add and delete users, reset passwords, without them having the privilege to
touch other OUs.

Add another security group (domain local), AnimalsComputers, to the OU Animals. Make
W7PC-guest a member of that group.

m. Examine your final configuration of the animals OU. It should look similar to figure below.

Name Type

%AnimalsComputers Security Group - Domain Local
ﬂf)Cats Security Group - Global

E, Itchy R. Rodent User
%Mammals Security Group - Domain Local
82 Rats Security Group - Global

E, Scratchy C. Cat User

1A W7PC-GUEST Computer

Step 4  Active Directory objects can be access via an LDAP interface (as we shall see in exercise 4). It
can be very handy during development and troubleshooting to use a 3 party LDAP browser to
examine the LDAP structure, attributes and values of the Active Directory.

Install the free Softerra LDAP browser:

Download http://tools.demo.local/admin/tools/Ildapbrowser-4.5.10625.0-x64-eng.msi to admin
PC and install it.

Review Questions :

When a computer joins or logs into a domain, how does it find the (nearest) domain controller?

True or False : All the domain controllers in a domain share the same configuration of users and

computers

Which of the following is NOT a typical reason to create an OU in Active Directory

a)
b)

c)

To allow for delegation of administration (allow non-admins to manage the OU)
To increase the number of objects (users and computers) Active Directory can handle

Group Policies can be applied to an OU instead of the whole domain, to limit the
effects of the Group Policly.

True or False: A user in Active Directory can be a member of multiple groups

True or False: A group in Active Directory can be a member of another group.

End of Exercise: You have successfully completed this exercise.
Proceed to next section.
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Lab Exercise 2: Configure Certificate Templates and the Certificate Authority for Automatic Certificate Enrollment

Lab Exercise 2: Configure Certificate Templates
and the Certificate Authority for Automatic
Certificate Enroliment

Exercise Description

This exercise will show how to leverage Active Directory Certificate Services to automatically
provision client side certificates to computers and users in the OU animals.

Client certificates can be specific to a computer, or to a user that has logged on to the computer.
It is possible for different users to have certificates on different computers.

In order to configure automatic certificate enroliment, we need to (in this lab exercise)

* Configure Certificate Templates that defines who can enroll and exactly what the
certificate will contain.

e Tell the Certificate Authority server to use the new Certificate Templates.
In order to activate the automatic enroliment we also need to (part of the next lab exercise 3)

*  Apply a Group policy to the Users and/or Computers that enable automatic certificate
enroliment.

Exercise Tasks
Step1  Open the necessary consoles to manage certificates templates and the certificate authority.

a. On the Domain Controller ad.demo.local, open the Microsoft Management Console
(MMC) from Start > Run > MMC.

b. On the MMC, choose File > Add Remove Snap-in to add configuration tools for
Certificate Templates and Certificate Authority. For the Certificate Authority, use to
manage the Local Computer (the CA is on same machine as the Domain Controller).

aFile Action View Favorites ‘Window Help
A EIIENN I

_| Console Root . -

= =
Add or Remove Snap-ins [ %]

‘You can select snap-ins for this console from those available on your computer and configure the selected set of snap-ins. For
extensible snap-ins, you can configure which extensions are enabled.

1=

=

Available snap-ins: Selected snap-ins:

Snap-in ‘ Yendor J - | Console Root Edit Extensions...

;;;Active Directory Do...  Microsoft Cor... [ Certificate Templates

[ Active Directory Site... Microsoft Cor... :_;JCertiflcation Authority (Local) Remove

: Active Directory Use... Microsoft Cor...

21 ActiveX Control Microsoft Cor... — Mave Up

ADSI Edit Microsoft Cor...

|EdAuthorization Manager Microsoft Cor... Move Down

3 Certificate Templates  Microsoft Cor...

ECertlf\cates Microsoft Cor...

E Certification Authority  Microsoft Cor...

2. Component Services Microsoft Cor...

},Computer Managem... Microsoft Cor...

HDevxce Manager Microsoft Cor...

& pHep Microsoft Cor...

1% Disk Management Microsoft and... ) %I
Description:

Allows you to configure certification authority properties and to manage certificates issued by this CA.

OK Cancel
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Lab Exercise 2: Configure Certificate Templates and the Certificate Authority for Automatic Certificate Enrollment

Step2 Examine the Certificate Template Console. A Certificate Template contains the necessary
information for the CA to issue certificates. In the certificate template we find information about
which fields to populate in the certificates, renewal policies etc.

Step 3 Add a Certificate Template for Users. You should not change the preconfigured Certificate
Templates, but instead duplicate them and apply changes to the duplicates. We are now
creating two new templates, one for machine and one for users. Below the steps for the user
certificate.

a. Duplicate the certificate template for User (choose the template and right-click). Keep the
Default Windows Server 2003 Enterprise. Change the name to animalUser2.

b. Examine the tabs for Request Handling. Note the default to enroll without user input.

Examine the tab for Subject Name. Note that the default subject name in the user certificate
is built from values in the Active Directory.

Ensure the Subject Name format is Fully Distinguished Name. Later we want to grab the
subject name from the certificate to do an LDAP lookup for authorization, so it is
important the Subject name has a format that will match the LDAP lookup we define in
exercise 4.

animalsUser2 Properties [ 2] ] | animalsUser2 Properties n E
Superseded Templates | Extensions ] Security I Server I Superseded Templates | Extensions | Security I Server I
General  RequestHanding | SubjectName | Issuance Requirements | General | RequestHanding — Subject Name I Issuance Requirements |
Purpose: Signature and en " Supply in the request
or expired certificates (do not archive) Use subject infermation from existing certificates for, autoenroliment
enewal requests
[V Include symmetric algorithms allowed by the subject
I Archive subject's encryption private key ' Build from this Active Directory information
Minimum key size: | 2048 vl Select this option to enforce consistency among subject names and to
simplify certificate administration.
Subject name format:
IFuIIy distinguished name LI
v Allow private key to be exported ™ Include e-mail name in subject name

Do the following when the subject is enrolled and when the private key Include this information in altemate subject name:
associated with this certificate is used: vV E-mail name

' Enroll subject without requiring any user input |~ DNS name

IV User prinicipal name (UPN)

[~ Service principal name (SPN)

¢ Prompt the user during enrollment

Prompt the user during enrollment and require user input when the
private key is used

To choose which cryptographic service providers
[CSPs) should be used, click CSPs. _ o |

oK l Cancel I Apply l Help |

0K | Cancel I Apply | Help |

User Certificate Template Subject Name Setting

Build from Active Directory Information Selected
Subject Name format Fully Distinguished Name
Include email name in subject name Not Selected
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Lab Exercise 2: Configure Certificate Templates and the Certificate Authority for Automatic Certificate Enrollment

c. Go to the Security tab and change the settings for Domain Users. Ensure that Domain Users
can Read, Enroll and Autoenroll. Click Apply/OK.

animalsUser2 Properties ﬂ E

" General | Request Handling I Subiject Name l Issuance Requirements I
Superseded Templates I Extensions Security Server

Group or user names:
52, Authenticated Users

.24 Administrator
52, Domain Admins (DEMO\Domain Admins)

Domain Users [DEMOA\Domain Users)
52, Enterprise Admins (DEMO\E nterprise Admins)

Domain User

pdd.. | Remove | Permissions

Permissions for Domain Users Allow Deny

Full Control [m} O
o 0 Read Allow

Write ] |
Envoll O Enroll Allow

Autoenroll O
Autoenroll Allow

For special permissions or advanced settings, click Advanced
Advanced.

Learn about access control and permissions

0K | Cancel I Apply | Help |

Step4 Add a certificate template for computers. You should not change the preconfigured
Certificate Templates, but instead duplicate them and apply changes to the duplicates. Below
the step for the computer certificate template.

a. Duplicate the certificate template for Computer. Choose the template and right-click.
Change the name to animalComputer2.

b. For the animalComputer2 certificate, under the Subject Name, ensure Format is Fully
Distinguished Name. ISE is going to use the field in the subject name for an LDAP lookup
animalsComputer2 Properties [ 2] %] for authorization.

Superseded Templates I Extensions | Secuiity I Server l
General I Request Handing ~ Subject Name I Issuance Requirements l

" Supply in the request

Setting Value

r Use subject infarmation from existing certificates for autoenrallment

renewal requests

Subject Name Format Fully Distinguished Name

(% Build from this Active Directory information

Select this option to enforce !:ansistency among subject names and to

simplify certificate administration. B u ' I d from A c tive D”' Se Iec te d
Subject name format: . 0
IFuIIy distinguished name j n forma t’on

™ Include e-mail name in subject name oo
Include email in
Include this information in alterate subject name: . N Ot C h ec ked
subject name

I~ E-mail name

[V DNS name

™ User prinicipal name (UPN)
I~ Service principal name [SPN)

0K | Cancel I Apply Help l
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Lab Exercise 2: Configure Certificate Templates and the Certificate Authority for Automatic Certificate Enrollment

c. Go to the Security tab and change the settings for Domain Computers. Be sure that
Domain Computers can Read, Enroll and Autoenroll. Click Apply/OK.

animalsComputer2 Properties B m I

" General | Request Handling ] Subject Name ] Issuance Requirements
Superseded Templates I Extensions Security I Server

Group or user names:

52, Authenticated Users
2, Administrator
52, Domain Admins (DEMOYDomain Admins)

Domain Computers ([DEMOADomain Computers)
52, Enterprise Admins (DEMOAE nterprise Admins)

Add | Remove |
Permissions for Domain Computers Allow Deny
Full Contral O a
Read O
Write O O
Enrall O
Autoenroll O

For special permissions or advanced settings, click Advanced I

Advanced.

Learn about access control and permissions

0K | Cancel I Apply | Help |

Domain Computers Security Permissions

Read Allow
Enroll Allow
Autoenroll Allow

Step 5 Now that we have created the Certificate Templates, we must instruct the Microsoft CA to issue

certificates using these templates.

In the MMC, choose the Certificate Authority (Local) snap-in. Expand the tree to the left and
select Certificate Templates. Right-Click New Certificate Template to Issue. Select our
certificate templates, animalsComputer2 and animalsUser2.

Proceed to next section.

M End of Exercise: You have successfully completed this exercise.
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Lab Exercise 3: Applying Group Policies

Lab Exercise 3: Applying Group Policies

Exercise Description
In this exercise you will learn how to apply Group Policies Objects (GPOs) to computers and
users. A GPO is a set of Group Policies. GPOs are a powerful tool in Microsoft Active Directory
since they can be used to configure many client side aspects of computers and users. Of specific
interest to an 802.1X project, is to configure the supplicant settings, and if EAP-TLS is used, to
automatically provision certificates to the client machines.

Exercise Objective

In this exercise, your goal is to complete the following tasks:

Configure a Group policy applied to the Animals OU that
* Automatically enrolls the computer for a computer certificate
* Automatically enrolls the user with a user certificate

e Configures the 802.1X wired supplicant to run EAP-TLS with Computer or User
authentication.

Exercise Tasks
Step 1 Verify the initial settings on W7pc-guest before the Group Policies has been applied.

a. Logon to W7pc-guest via the VMware console, username scratchy/ISEisCOOL.

b. Verify the Wired Network Adapter Settings; 802.1X has not been enabled, (there is no
authentication tab on network settings).

c. Open up the Microsoft Management Console as administrator. It is necessary to run with
elevated administrator privileges to be able to examine all certificates on the computer
(including the machine certificate). Start, and type MMC in the search text box. Right-click
MMC select Run As Administrator. Username administrator Password is ISEisCOOL.

Programs (1)
E mmc
Open
® Run as administrator

Restore previous versions
Send to »

Cut
Copy

Delete
Open file location

Properties

S~ See more results

mmc x| | Shutdown | » |
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Lab Exercise 3: Applying Group Policies

d. Add Snap-ins for certificates for the local computer account and my user account.

Verify the initial settings on PC-1 before the Group Policies has been applied.

E File Action View Favorites Window Help

= | 2@ olc= HE

_| Console Root ~ || Object Type
4 5 Certificates - Current User
| Personal There are no items to show in this view.

| Trusted Root Certification Authorities

| Enterprise Trust

| Intermediate Certification Authorities

| Active Directory User Object

_| Trusted Publishers

_| Untrusted Certificates

_| Third-Party Root Certification Authorities

_| Trusted People 2
P _?)J Certificates (Local Computer)

| Personal

| Trusted Root Certification Authorities

| Enterprise Trust

| Intermediate Certification Authorities

| Trusted Publishers

| Untrusted Certificates

_| Third-Party Root Certification Authorities

_| Trusted People

| Smart Card Trusted Roots

Trusted Devices
< m » < n »

e. Verify that there are no certificates for Current User or for the Local Computer (select each
object and then the Personal Folder. This is as expected since we have not yet applied the
Group Policy Object (GPO) that includes automatic certificate provisioning.

f. Remember how to invoke the MMC console for examining client side certificates; you will
need it in later exercises.

Step2 Create a GPO to Apply Settings to Computers and Users in the Animals OU. The GPO should
¢ Automatically provision computer and user certificates
* Configure the wired 802.1X supplicant to authenticate with certificates (EAP-TLS)

* Configure the wired 802.1X supplicant for computer OR user authentication

a. On the Active Directory Domain Controller, open up the Group Policy Management
Console (Start Menu > Administrative Tools > Group Policy Management).

b. Inthe Group Policy Management Console, select the OU Animals (that you created in
Exercise 1), right click and select “Create a GPO in this Domain and Link it here”.
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Lab Exercise 3: Applying Group Policies

g;Group Policy Management !IE' I
4 File Action WView Window Help ‘ ;lﬁ] x|
€| 5w 0/X0cH

;:_" Group Policy Management Animals

=] S& Forest: demo.local
[= | 55 Domains

=) 5 demo.local Link Order ~ | GPD | Enforced | Link Enabled | GPO Status [ WMI Filter [ Mod

s Default Domain P1

Linked Group Policy Objects I Group Policy Inheritance I Delegation I

" Create a GPO in this domain, and Link it here...
Link an Existing GPO...
Block Inheritance

HEHHBE
@
o
=
[—

7 WMI Group Policy Modeling Wizard. ..
¥ & Start New Organizational Unit
[ Sites
5% Group Policy  Wiew >

\« Group Policy  Mew Window from Here

Delete
Rename
Refresh

Properties

Help

‘ | ji|

< | &

c. Name it something meaningful, like “enrollCertsandConfigureDot1X”. Leave the field
Source Starter GPO as none.

d. Edit the GPO. Right Click the newly created GPO and click edit. The Group Policy
Management Editor should open.

e. Note that there are folders for Computer settings and folders for User Settings. Configure
Automatic Certificate Enrollment for the Computer by opening up the folders Computer
Configuration > Policies > Windows Settings > Security Settings > Public Key Policies.
Configure the Certificate Services Client — Autoenrollment Properties as per below.

Certificate Services Client - Auto-Enrollment Properties EE

Enrollment Policy Configuration I

Enroll user and computer certificates automatically

Configuration Model: &

[V Renew expired certificates, update pending certificates, and remave Value Attribute
revoked certificates

[V Update certificates that use certificate templates Conﬁgur ation Model: Enabled

I~ Ex piration notification

Show expiry notifications when the percentage of remaining certificate g o
e Renew expired: Checked
10 o A
el Update certificates: Checked

Learn more about Automatic certificate management

OK I Cancel Apply
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Lab Exercise 3: Applying Group Policies

f. Configure the Computers wired 802.1X settings by opening up the folder Computer
Configuration > Policies > Windows Settings > Security Settings > Wired Network (IEEE
802.3 Policies) > Create a New Wired Network Policy for Vista and Later Releases.

Under the general tab, give a name. Under the security tab,
¢ Enable Use of 802.1X
e Select a network authentication Method : Smart Card or Certificate

¢ Authentication Mode : User or Computer authentication.

MyWiredPolicy Properties K E3

"General Security |

[V Enable use of IEEE 802.1% authentication for network access

Select a network authentication method:

ft: Smart Card or other certificate

Properties...

Authentication Mode:

IUser or Computer authentication ;]

Max Authentication Failures:

J I

v Cache user information for subsequent connections

to this network
Advanced... I

OK I Cancel Apply

The Authentication Mode : User or Computer authentication will have Windows authenticate with
machine credentials when no user is logged onto the machine. When a user logs on to the machine,
the client will initiate a new EAP login with the user credentials.

The Authentication Mode: Computer will have Windows always use machine credentials, regardless
of whether a user is logged onto the machine or not.

The Authentication Mode : User will have Windows only use the credentials of the currently logged
on user. This is rarely used since with this option the machine may not be able to authenticate and
gain access to the network unless a user is logged on. The Microsoft bootup process would suffer,
since the machine attempts to contact the domain controller to apply GPOs even before any user
has logged on.

Click on the Properties page next to Smart Card or Certificate. Note that it is possible to
specify to which servers (RADIUS servers) to connect. The default is to connect to all
servers with a certificate that the client trusts. Since ISE certificate has been issued by the
demo.local CA server, and since the client trusts that CA server (that trust is automatically
established when the client joins the domain) the client will trust the ISE certificate. Cancel
out of the Smartcard or Certificates Properties dialog box.

Click on the Advanced button. Inspect the EAPOL parameters (timeouts, whether to send
EAPOL-START etc). Cancel out of the Advanced dialog box.
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Lab Exercise 3: Applying Group Policies

Smart Card or other Certificate Properties [ X
—When connecting:

€ Use my smart card
' Use a certificate on this computer
IV Use simple certificate selection [Recommended)

~IV Validate server certificate

I~ Connect to these servers:

Trusted Root Certification Authorities:

[ Class 3 Public Primary Certification &uthority
[ GeoTrust Global C&

[ GTE CyberTrust Global Root

[ Microsoft Root Authority

[ Microsoft Root Certificate Autharity

MyWiredPolicy Properties ?| X r
Advanced securtysettngs K|
—IEEE 802.1X
I~ Enforce advanced 802.1X settings
Max Eapol-Start Msgs: Held Period {seconds):
3 - 1
Start Period (seconds): Auth Period (seconds):
5 = 18

Eapol-Start Message:

ITr ansmit per IEEE 802.1X j

—Single Sign On
[ Enable Single Sign On For this network

O root-Ca
O root-Ca € Perform immediately before Wser Logon
[ Thawte Timestamping C& € Perform immediately after User Logon

Max delay for connectivity(seconds); 10
View Certificate I

; P Allovs additional dislogs to be displayed during Single
I~ Do not prompt user to authorize new servers or tusted certification v ':‘“]fl'l on g play e pligle]

This networi

™ Use a different user name for the connection

0K I Cancel OK Cancel

Note : Students should recognize these settings from the settings of the network adapter on a
Microsoft Windows Computer running Vista or later. However, the big advantage of using a GPO to
configure these settings is that you can use central management that takes precedence over any
local configuration of the client

g. Wired 802.1X supplicant requires that the Wired AutoConfig Service is started. Configure
this setting with the Group Policy Management Editor. Open up the Computer Configuration
> Policies > Windows Settings > Security Settings > System Services and double-click or
right click to open up the service configuration.

M Define this policy setting

Select service startup mode: Automatic.

h. Configure the User settings for Automatic Certificate Enroliment with the Group Policy
Management Editor. Open up the User Configuration > Windows Settings > Security
Settings > Public Key Policies > Certificate Services Client - Auto Enroliment. Right-click
and click properties.

Choose Configuration Model Enabled

Renew expired certificates: checked

Update certificates that use certificates templates
Expiration notification

10%

ISE_1.2_AD_ILab_Guide.docx 8/24/13 7:56 PM Page 22 of 31



Lab Exercise 3: Applying Group Policies

ﬂ Group Policy Management E !Em II
File Action View Help
o A el iENENN  Nss
_=[ enrollCertsandconfigureDot 1% [AD.DEMO.LC | Object Type
[= & Computer Configuration | Enterprise Trust
SR P"j'"des I Trusted People
= Software Sett}ngs [ Certificate Services Client - Certificate Enrollment Policy
= Wlnc.lo.ws St.attlngs X @Certificate Services Client - Credential Roaming
| Administrative Templates: Policy [ Certificate Services Client - Auto-Enrollment
| Preferences - " 7]
g B’) User Configuration Certificate Services Client - Auto-Enrollment Properties
&[] Policies Enroliment Policy Configuration I
[# | Software Settings
=[] windows Settings
|&] Scripts (LogonjLogoff) Enroll user and computer certificates automatically
= 3 Security Settings
[=) | Public Key Policies 5 .
¥ N Configuration Model:
_| Enterprise Trust
| Trusted People
| Software Restriction Polic v Renekg :xpi;ef@ ctertificates, update pending certificates, and remove
(L] Folder Redirection fEvCReCICariieates
[ gy Policy-based QoS
) Internet Explorer Maintenanc [V Update certificates that use certificate templates
| Administrative Templates: Policy
| Preferences [V Expiration notification
Show expiry notifications when the percentage of remaining certificate
lifetime is
K I— |
l Learn more about Automatic certificate management

OK I Cancel Apply. |

Configure the Certificate Services Client — Certificate Enrolment Policy.

Attribute

Configuration Model Enabled

Certificate Enrollment Policly List Use default (Active Directory Enroliment)

I 1] |

File Action View Help

€= FmlE=Hm
=] enrollCertsAndconfigureDot 1X [AD.DEMO.LC | Object Type
[= & Computer Configuration | Enterprise Trust
= [ Policies _| Trusted People
_| Software Settings (G Certificate Services Client - Certificate Enrallment Policy

| Windows Settings [ certificate Services Client - Credential Roaming
| Administrative Templates: Policy [7] Certificate Services Client - Auto-Enrollment
| Preferences " " . - .
a ,ﬂ,;) User Configuration Cer! ate Services Client - Cer! ate Enrollment Policy Prop:
=) [ Policies Enroliment Policy
| Software Settings
= [ ] Windows Settings
(&) Seripts {Logon/Logoff) fase e i
B 5y Security Settings
BE Pu_bﬁt Key Policies -~ Certificate enrollment policy list
_ Enterprise Trust
| Trusted People Default | Name Automatic Enrollment
" Software Restriction Poli Active Directory Enrollmen... Enabled

(L] Folder Redirection

wlly Policy-based Qos

’ﬁ] Internet Explorer Maintenanc
| Administrative Templates: Policy

_ Preferences

Add... Remove... Properties.

[~ Additional certificate enrolment policy configuration

I” Disable user configured enrollment policy servers

I Learn more about enrollment policy servers
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Lab Exercise 3: Applying Group Policies

Step 3  Apply the Group Policies on W7pc-guest machine. Computer GPOs are applied at the next
restart of the computer. User GPOs are applied at the next user login. You can also force
immediate refresh of GPOs by running gpupdate /force from the command prompt (you need to

be administrator to refresh computer GPOs.).

a. On W7pc-guest, issue a restart from the start menu (start menu > restart).

b. Logon to W7pc-guest with DEMO\scratchy account.

c. Open up MMC console to examine both the user certificate and the computer certificate
(you need to run MMC as administrator to see computer store). What are the subject

names and why?

~

Consolel - [Console Root\Certificates - Current User\Personal\Certificates] Certificate @
File Action View Favorites Window Hel r e
L] 2 | General | Details | certification Path
9| 2@ & LIRE = HE
- - Show: [<A||> v]
~| Console Root Issued To Issued By
& (;ertlflcates zCurcen ‘fgﬂ scratchy C. feline root-CA Field value -
4 | Personal o £
S| Certificates [:!Serial number 18b197 12 00 00 00 00 00 47 ]
8 Trusted Root Ce {__"l.lSignathe algorithm . shalRSA K
| Enterprise Trust =) Signature hash algorithm shal
. & [ IIssuer root-CA, demo, local
~| Intermediate Cel = P 7
N R et [=]valid from Friday, April 12, 2013 1:14:56...
= Tc ':ed :e;],‘"g []valid to Saturday, April 12, 2014 1:14:...
s [ subject saratchy C. feline, Animals, de...
| Untrusted Certifi [= oy i ksw RSA (7N4R Rite) X
_| Third-Party Rool
| Trusted People CN = scratchy C. feline
| Certificate Enroll OUI= Animals
= DC = demo
| Smart Card Trus’ DC = local
Edit Properties... ] [ Copy to File... ]
Learn more about certificate details
LI [ [ b« | am
Personal store contains 1 certificate.

d. Open up the wired network adapter properties and
verify there is now an authentication tab (Wired
Autoconfig process has started). Verify that 802.1X
configuration uses client side certificate or
smartcard, and Machine or User authentication.
Note that you can not change these settings on the
client since they are configured by the GPO.

%' Local Area Connection Properties @

ing | Authentication

& These settings are managed by your system
W' administrator.

Enable |EEE 802.1X authentication

Microsoft: Smart Card or other certificate Settings

redentials for this connection each

Fallback to unauthorized network access

End of Exercise: You have successfully completed this exercise.
Proceed to next section.
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Lab Exercise 4: Configure and Test ISE for Client Certificate Authentication and Authotization via LDAP

Lab Exercise 4: Configure and Test ISE for
Client Certificate Authentication and
Authorization via LDAP

Exercise Description
We will now configure ISE to allow for client side certificate authentication with EAP-TLS, and
subsequent authorization via LDAP lookup. Note that instead of using LDAP lookup we could use
ISE native Active Directory connection (AD identity store) for authorization lookup. The reason we
use LDAP in this lab exercise is because to show an alternative to the native Active Directory
connection that may be useful in certain scenarios. (One such scenario is when you have multiple
Active Directory Forests without trust. Here using LDAP may support more than one domain
connection).

Exercise Tasks

Step1  Logon to https://ise1.demo.local with your browser. Username admin and password ISEisCOOL.
Step 2  Verify that ISE trusts the client certificates issued by the root-CA (this should already have been
configured. Go to Administration > System > Certificates > Certificate Store and examine the
root-CA certificate. Ensure that Trust for client authentication is checked.
ff sel | admin | Logout | Feedback ‘p,
atfranfn, s . B
e /) Home Operations| v  Policy| v  Administration | v Setup Assistant v
s System £ Identity Management B8 Network Resources |4 Web Portal Management |&, Feed Service
Deployment Licensing Certificates Logging Maintenance Backup & Restore Admin Access Settings
Certificate Store > root-CA

Certificate Operations o

Edit Certificate
@ Local Certificates

Issuer

* Friendly Namel root-CA |
Status Enabled ~

@ Certificate Signing Requests

@ Certificate Store

@ SCEP RA Profiles

@ OCSP Services Des(npt\on[ Auto import of trust certificate from CA server ‘

Subject
Issuer

Valid From
Valid To
(Expiration)
Serial Number
Signature
Algorithm
Key Length

DC=local,DC=demo,CN=root-CA
DC=local,DC=demo,CN=root-CA
Sat, 30 Jun 2012 03:28:49 UTC

Wed, 30 Jun 2027 03:38:49 UTC

62 CC FE 7F 7F 2B F4 97 4F D7 C4 B0 41 FF 7A 1F
SHA1WithRSAENcryption

2048

Usage

This certificate is used to verify ISE server certificates in multi-node deployments, and for validating LDAP Secure Authentication Connections.
In addition, it can be used to verify the authenticity of client certificates presented to ISE (for EAP-TLS and administrative authentication) by
checking the box below:

Trust for client authentication
Enable Validation of Certificate Extensions (accept only valid certificate)

Step 3  Configure an LDAP connection under ISE > Administration > Identity Management > External

Identity Sources > LDAP.

a. Under the General tab, give the name demoLDAP and the schema ActiveDirectory.
Choose the Active Directory Schema template, but modify the attribute for Subject Name
to contain distinguishedName. (Changing this will change the Schema template name

to Custom).
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Lab Exercise 4: Configure and Test ISE for Client Certificate Authentication and Authotization via LDAP

Using the default value, userPrincipalName will not work with our certificates, since we have
configured the computer and user certificates to have the Subject Name populated with the Fully
Distinguished Name. The attribute in LDAP that contains the Fully Distinguished Name is called
distiguishedName. (Bonus Exercise: verify this with your Softerra LDAP Browser).

LDAP Identity Sources List > demoLDAP
LDAP Identity Source
Connection Directory Organization Groups Attributes

*Name | demoLDAP

Description
+ Schemal Custom [~]
* Subject Objectclass | Person I * Group Objectclass I Group
’ISubject Name Attribute | distinguishedName I | * Group Map Attribute | memberOf

Certificate Attribute | userCertificate I

(®) Subject Objects Contain Reference To Groups
O Group Objects Contain Reference To Subjects

Subjects In Groups Are Stored In Member Attribute As | Distinguished Name \ v |

b. Under Connection tab, specify the host ad.demo.local, and the credentials with which ISE
will bind to the LDAP server (iseldap@demo.local, password ISEisCOOL. Note that it is
best practice tousealow
privilege account such as PP Identity Source

. General Connection Directory Organization Groups Attributes
iseldap and not the _
o Primary Server Secondary Server
administrator account.
. K [[] Enable Secondary Server
Test the configuration so ) )
. « . *Hostname/IP J Hostname/IP U
far by pressing “Test Bind *port Pot | 389
to Server”- Access O Anonymous Access Access * Anonymous Access
(®) Authenticated Access Authenticated Access
Admin DN *
Password *

non-do
user w

iseldap @demo.local

Secure [] Enable Secure Authentits dble Secure Authentication

Authentication

Root CA  VeriSign Class 3 Public Primat Root CA  Verisign Class 3 Public Primal

* Server Timeout Server Timeout
Seconds Seconds
* Max. Admin’% i Max. Admin i
C 20 ' Connections 2 !
| Test Bind to Server | Test Bind to Server

LDAP Identity Sources List > demoLDAP
c. Under the Directory LDAP Identity Source
Organization tab, specify General bt Groups
the subject and group
search base as
dc=demo,dc=local. (We
could also limit the Search for MAC Address in Format| xoeoeoeomomx [ ~]

search to only search the

* Subject Search Base | DC=demo,DC=local I | Naming Contexts... |i
* Group Search Base | DC=demo,DC=local I | Naming Contexts... |i

i O Strip start of subject name up to the last occurrence of the separator |
anlmals OU) O Strip end of subject name from the first occurrence of the separator
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d. Under Groups Tab, select Add and Retrieve groups from Directory. Make sure to select
the following groups corresponding to the 5 groups:

Domain Computers LDAP Identity Source
General Connection Directory Organization
AnimalsComputers
Cats Edit ofAdd v 3¢Delete Group
Rats [J Name
Mammals O CN=AnimalsComputers,OU=Animals,DC=demo,DC=local
[J cN=Cats,0U=Animals,DC=demo,DC=local
[J cN=Domain Computers,CN=Users, DC=demo,DC=local
e. Make sure you save the [J CN=Mammals,0U=Animals DC=demo,DC=local
LDAP configuration by [0 CN=Rats,0U=Animals DC=demo,DC=local

pressing Save Button.

Step4 Configure a Certificate Authentication Profile that extracts the Fully Distinguished Name from
the certificate and uses this field as the username.

a. ISE > Administration > Identity Management > External Identity Stores > Certificate
Authentication Profiles. Add a profile called certDN that selects Subject as the Principal
Username X509 Attribute.

alaln
Identity Services Engine -
oae = g {> Home Operations|v Policy| ¥  Administration | v

of> System £ Identity Management = [ Network Resources |2 Web Portal Management  [.) Feed Service

Identities Groups External Identity Sources Identity Source Sequences Settings

= Certificate Authentication Profiles List > certDN
External Identity Sources ) uinen ner X L. o
— ~ Certificate Authentication Profile
Qv =~ Ly * Name| certDN
| Certificate Authentication Profile > Description
v-; Active Directory
(| LDAP >
= L
() RADIUS Token > Principal Username X509 Attnbute| Subject v |
== RSA SecurlD > I PEGTTBTaTy Coraneate ComparsonwaTeeraicate retrieved from LDAP or

LDAP/AD Instance Name

Step 5 Use certDN for DOT1X authentication: Navigate to Policy > Authentication. Update DOT1X
Authentication Policy rule below to use certDN.

Dot1X : If  Wired_802.1X OR Allow Protocols : Default Network Access
Wireless_802.1X
Default use certDN

Step 6 Create four Authorization Profiles. We can use the same RADIUS attributes — a simple
ACCESS-ACCEPT —in all of them. The purpose of these authorization policies is to test our
configuration. At a later stage in the project, animals could enforce more granular control with
different VLANs or dACLs in the different Authorization Profiles.

TLS_Domain_Computers ACCESS-ACCEPT
TLS _Mammals ACCESS-ACCEPT
TLS_ Rats ACCESS-ACCEPT
TLS Cats ACCESS-ACCEPT
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Step 7  Create authorization policies to catch the following conditions.

Rule Name Condition Authorization Profile

TLS Corp Computers Network Access:EapAuthentication TLS-Domain-Computers
EQUALS EAP-TLS AND
demoLDAP:ExternalGroups EQUALS
CN=AnimalsComputers,.......

TLS Mammals Network Access:EapAuthentication TLS-Mammals
EQUALS EAP-TLS AND
demoLDAP:ExternalGroups EQUALS
CN=Mammals,.......

TLS Cats Network Access:EapAuthentication TLS-Cats
EQUALS EAP-TLS AND
demoLDAP:ExternalGroups EQUALS
CN=Cats,.......

TLS Rats Network Access:EapAuthentication TLS-Rats
EQUALS EAP-TLS AND
demoLDAP:ExternalGroups EQUALS
CN=Rats,.......

Note that the first condition checks for the client belonging to the group AnimalsComputers. You can try to check for
membership of the group Domain Computers, but that check will not work with the LDAP check since it is the primary
group. This should not be an issue in real life deployment, since you can use another group to check that this is a
“corporate” computer. Also, using client side certificates may be used to proof that it is a corporate computer.

<

TLS Corp Computers Network Access:EapAuthentication EQUALS EAP-TLS TLS_Domain_Computers
demoLDAP:ExternalGroups EQUALS
CN=AnimalsComputers,OU=Animals,DC=demo,DC=local

TLS Mammals Network Access:EapAuthentication EQUALS EAP-TLS TLS_Mammals
demoLDAP:ExternalGroups EQUALS
CN=Mammals, OU=Animals,DC=demo,DC=local

TLS Cats Network Access:EapAuthentication EQUALS EAP-TLS TLS_Cats
demoLDAP:ExternalGroups EQUALS
CN=Cats,OU=Animals,DC=demo,DC=local

TLS Rats Network Access:EapAuthentication EQUALS EAP-TLS TLS_Rats
demoLDAP:ExternalGroups EQUALS
CN=Rats,0U=Animals,DC=demo,DC=local

(<]

Step 8 Test our configuration. We will test a sequence of events that should exercise our configuration
and also show the behavior of Microsoft Windows 7 supplicant when configured for Computer
OR User authentication.

Restart w7pc-guest (Use the Windows Start Panel > Restart).

a
b. Logon as domain user scratchy

13

Logout (Use the Windows Start Panel > Logoff)

d. Logon as domain user itchy.
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Lab Exercise 4: Configure and Test ISE for Client Certificate Authentication and Authotization via LDAP
Step 9 Verify the ISE authentication logs. You should see (in chronological order) 4 different logons
with the results corresponding to the actions in the previous step.
a. TLS-Domain-Computers (client has restarted as authenticates as machine)
b. TLS-Cats (scratchy logs in to the client)

c. TLS-Domain-Computers (scratchy logs off, note that this generates a machine
authentication).

d. TLS-Rats (ltchy logs on).

Show Live Sessions 43+ Add or Remove Columns ¥ & Refresh REﬁeSh‘ Every 10 seconds v| 5h°V\'| Latest 20 records v| V\"‘h"'\‘ Last 24 hours
T gerers | perar Ezzi:t Ildentity I /Ii‘uthorization Profiles ‘ EIEvent I ISession D

2013-08-24 22:30:29.167 o Q 0 CN=Itchy R. Rodent,0U=Animals,DC=demo,DC=local Session State is Authorized 0A016401000000C4767E3D70
2013-08-24 22:30:27.122 Q CN=Itchy R. Rodent,0U=Animals,DC=demo,DC=local TLS_Rats Authentication succeeded  0A016401000000C4767E3D70
2013-08-24 22:30:11.836 Q CN=W7PC-GUEST,0U=Animals,DC=demo,DC=local TLS_Domain_Comp... Authentication succeeded  0A016401000000C4767E3D70
2013-08-24 22:30:02.020 Q CN=Scratchy C. Cat,0U=Animals,DC=demo,DC=local TLS_Cats Authentication succeeded  0A016401000000C4767E3D70
2013-08-24 22:29:35.078 Q CN=W7PC-GUEST,0U=Animals,DC=demo,DC=local TLS_Domain_Comp... Authentication succeeded 0A016401000000C4767E3D70

Note that we did not get a match on the 2" authorization profile TLS-Mammals. This checks for a membership in the
Group CN=Mammals, the Group-in-Group or Nested Group we configured in Exercise 1. ISE LDAP lookup does not
lookup groups in groups. (This is different from when using the Active Directory Identity Store defined in ISE seen by
next exercise.).

M End of Exercise: You have successfully completed this exercise.
Proceed to next section.
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Identity Store

Lab Exercise 5: Configure and Test ISE for
Client Certificate Authentication and
Authorization via Active Directory Ildentity Store

Exercise Description

We will now configure ISE to allow for client side certificate authentication with EAP-TLS, and
subsequently authorize using the ISE native Active Directory interface, the Active Directory
Identity Store.

Exercise Tasks

Step1  You have already configured ISE for client certificate authentication and for extracting the Full
Distinguished Name for username. All we have to do is to modify Authorization Policy with
conditions to test group membership using the Active Directory Identity Store.

Rule Name Condition Authorization Profile

TLS Corp Computers Network Access:EapAuthentication TLS-Domain-Computers
EQUALS EAP-TLS AND
demoAD:ExternalGroups EQUALS
AnimalsComputers

TLS Mammals Network Access:EapAuthentication TLS-Mammals
EQUALS EAP-TLS AND
demoAD:ExternalGroups EQUALS
Mammals

TLS Cats Network Access:EapAuthentication TLS-Cats
EQUALS EAP-TLS AND
demoAD:ExternalGroups EQUALS Cats.

TLS Rats Network Access:EapAuthentication TLS-Rats
EQUALS EAP-TLS AND
demoAD:ExternalGroups EQUALS Rats

Step2 Test our configuration. We will test a sequence of events that should exercise our configuration
and also show the behavior of Microsoft Windows 7 supplicant when configured for Computer
OR User authentication.

e. Restart w7pc-guest (Use the Windows Start Panel > Restart).
f. Logon as domain user scratchy
g. Logout (Use the Windows Start Panel > Logoff)

Logon as domain user itchy.
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Identity Store

Step 3 Verify the result with the ISE authentication logs. The result is the same, with the difference that
the Mammals condition was matched, because ISE-AD integration supports nested groups.

Identi Authorization Profiles  Event Session 1D
Time v Status Detais Foeot =i = :
s | | |l || | |l
2013-08-24 22:37:54.824 0 CN=Itchy R. Rodent,0U=Animals,DC=demo,DC=local Session State i... 0A016401000000C5768513F8
2013-08-24 22:37:52.764 CN=Itchy R. Rodent,0U=Animals,DC=demo,DC=local ~ TLS_Mammals Authentication... 0A016401000000C5768513F8

2013-08-24 22:37:38.915
2013-08-24 22:37:30.721
2013-08-24 22:37:13.113

CN=W7PC-GUEST,0U=Animals,DC=demo,DC=local TLS_Domain_Comp... Authentication... 0A016401000000C5768513F8
CN=Scratchy C. Cat,0U=Animals,DC=demo,DC=local ~ TLS_Mammals Authentication... 0A016401000000C5768513F8

(< << <=
b-b b b b

CN=W7PC-GUEST,0U=Animals,DC=demo,DC=local TLS_Domain_Comp... Authentication... 0A016401000000C5768513F8

End of Exercise: You have successfully completed this exercise and the
whole lab. Please Note that no animals were injured during this lab.
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